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DDoS Protection

Help protect your network from costly volumetric and app-based attacks with  
DDoS Protection powered by Radware®.
Distributed denial of service (DDoS) attacks are designed to flood connectivity to a network so that the intended users cannot access 
their resources. They are initiated with the goal of halting network operations, potentially disrupting the flow of business. DDoS 
Protection is a subscription-based service designed to detect and mitigate these types of network attacks and help keep your network 
up and running.

Powered by Radware, DDoS Protection applies cloud-based intelligence to quickly evaluate your network activity and identify threats 
attacking your Dedicated Fiber Internet, Secure Dedicated Fiber Internet, Enterprise Internet or third-party service. Attack mitigation 
begins automatically to help keep your resources available.
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Product highlights
•	 Fast resolution: Quickly and automatically identify and 

remediate malicious traffic, helping to minimize the impact  
of attacks.

•	 Adaptive evaluation: Comprehensive traffic evaluation that 
uses advanced analytics to identify anomalies indicating an 
attack, specific to traffic flow at each customer location.

•	 Scalable solution: Easily and seamlessly expand as your  
needs grow.

•	 Continuous support: Always-available, single point of contact 
connects customers directly to our network and security 
experts for swift issue resolution.

Key features
•	 In-depth reports that offer traffic visibility, insights and 

analytics into attacks and network performance.

•	 Automatic threat detection and proactive mitigation of 
volumetric attacks across your internet connections.

•	 Precise, client-specific traffic evaluation and targeted 
IP-address cleansing using machine learning and AI.

•	 Targeted scrubbing decreases the performance impact on  
non-affected traffic.

•	 Supported by dedicated local account teams and  
100% U.S.-based support, available 24/7.
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DDOS PROTECTION

Available plans

Detect and Mitigate for 
Enterprise Internet

Detect and Mitigate Always-On

Best for Small business
Mid-market business,  
enterprise business

Enterprise business

Plan summary

Detect and Mitigate protection 
for Enterprise Internet, 
mitigation and post-event 
reporting

Detect and Mitigate protection, 
mitigation and portal visibility

Continuous, proactive 
protection for multiple circuits 
and portal visibility

Response time
From detection to  
auto-mitigations in 2 mins or less

From detection to  
auto-mitigations in 2 mins or less

Real-time review and mitigation 
of inbound traffic with no 
detection lag

Detection Volumetric Volumetric Volumetric and app-based

Mitigation Scrubs volumetric and app-based threats until the attack is fully mitigated.

Portal access No Yes Yes
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